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WHO SHOULD READ THIS?

Executives, general counsel, and chief compliance 
officers of companies that provide financial ser-
vices to consumers.

WHY READ THIS? 

The FTC, which a few years ago appeared to be ced-
ing authority in consumer financial services to the 
CFPB, is showing renewed enforcement vigor.

The FTC’s agenda appears focused on data privacy, 
debt collection, fintech, and military lending.

Recent changes in agendas and leadership at the federal level are prompting 
companies offering financial products and services to question what consumer 
protection enforcement will look like on the road ahead. There has been signif-
icant discussion about the increasing role of state regulators, including state 
attorneys general, and what they may do to fill the perceived void that may be 
left by agencies like the Consumer Financial Protection Bureau. Many state reg-
ulators have indicated that they are ready to step up enforcement, and a number 
already are doing so. This does not mean, however, that the industry should shift 
its focus exclusively to the states.

The Federal Trade Commission, which once dominated the playing field on 
many consumer protection issues, should be carefully watched. Prior to the 
bureau’s inception, the FTC took a series of enforcement actions that signifi-
cantly reshaped mortgage servicing1 well before the CFPB codified its rules.2 
However, passage of the Dodd–Frank Act3 and creation of the CFPB made the 
FTC’s role in the federal consumer protection landscape seem uncertain at times 
for companies offering financial products and services. Under Dodd-Frank, 
the FTC retained its authority to enforce numerous consumer protection laws, 
and to enforce CFPB rules applicable to entities within the FTC’s jurisdiction4 
— including most providers of financial services that are not banks, thrifts, or 
federal credit unions. Yet, on certain issues, the FTC seemed to cede enforcement 
authority to the CFPB, which also acquired many of the commission’s most sea-
soned consumer protection lawyers. 

The FTC appears poised to reclaim a more active role in consumer enforce-
ment in connection with financial products and services. The bipartisan com-
mission is now at full strength with five members, and includes Rohit Chopra, 
who previously was student loan ombudsman at the CFPB. Financial services 
companies subject to FTC jurisdiction and their service providers should be 
aware of potential consumer protection enforcement priorities for 2018 and 
beyond. 

1. Order Preliminarily Approving Stipulated Final Judgment, U.S. v. Fairbanks Capital Corp. Fairbanks Capital 
Holding, & Basmajian, No. 03-12219 (D. Mass. Nov. 21, 2003), modified by, U.S. v. Select Portfolio Serv., No. 
03-12219-DWP (D. Mass. Sept. 4, 2007); Consent Decree, FTC v. EMC Mortgage Corp., No. 4:08-cv-338 (E.D. 
Tex. Sept. 9, 2008).

2. See generally 12 C.F.R. §§ 1024 and 1026.
3. Pub. L. No. 111-203, § 929-Z, 124 Stat. 1376, 1871 (2010) (codified at 15 U.S.C. § 78o).
4. See 15 U.S.C. § 1607(c).

JONICE GRAY TUCKER
Partner | Washington, D.C.

AMANDA R. LAWRENCE
Partner | Washington, D.C. 

CHRISTOPHER ROBINS
Associate | Washington, D.C.

A version of this article originally 
appeared in Law360.

Expanded role for the  
FTC on the road ahead? 



BUCKLEYSANDLER.COM C-SUITE FINANCIAL SERVICES REVIEW FALL 2018 4

EXPANDED ROLE FOR THE FTC ON THE ROAD AHEAD?

CONSUMER PROTECTION AGENDA UNDER 
CHAIRMAN SIMONS 
The FTC has escalated enforcement over the 
past year in a number of areas that are rele-
vant to financial services companies and their 
service providers. While continuing to bring 
enforcement actions under its general UDAP 
authority, the FTC appears to have focused its 
consumer protection agenda on: (i) privacy and 
data security; (ii) debt collection; (iii) fintech 
companies, especially those focusing on lend-
ing and payment-related issues; and (iv) the 
treatment of military personnel and families. 
It has also brought cases utilizing a third-party 
liability theory, demonstrating that it is willing 
to hold companies liable for the actions of its 
service providers. 

Privacy and data security. FTC Chairman 
Joseph Simons told Congress in July that 
“privacy and data security top the list of [its] 
consumer protection priorities.”5 The FTC has 
brought more than 500 such cases, and over 
the course of the past year has taken actions 
related to data breaches, privacy violations 
under the Gramm-Leach-Bliley Act, and inter-
national privacy frameworks. 

The FTC has brought privacy and data secu-
rity cases against or is currently investigating:

�� A leading ride-sharing company, alleg-
ing that the company failed to reason-
ably secure sensitive consumer data 
stored in the cloud.6

�� A lead-generation business, alleging 
that the company misled consumers 
into completing loan applications and 
sold those applications, which included 
consumers’ personal data, to unscrupu-
lous third parties.7

5. https://www.ftc.gov/system/files/documents/public_statements/1394526/p180101_ftc_testimony_re_oversight_
house_07182018.pdf.

6. https://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-2017-overview-commissions-enforcement-policy-
initiatives-consumer/privacy_and_data_security_update_2017.pdf.

7. Id.
8. https://www.ftc.gov/system/files/documents/public_statements/1394526/p180101_ftc_testimony_re_oversight_

house_07182018.pdf.
9. https://www.ftc.gov/news-events/press-releases/2018/07/california-company-settles-ftc-charges-related-privacy-shield.
10. https://www.ftc.gov/system/files/documents/public_statements/1213893/ohlhausen_-_ftc_at_100_days_5-3-17.pdf.
11. Id.
12. https://www.ftc.gov/system/files/documents/public_events/1256463/informational_injury_workshop_slides.pdf.

�� A social-media provider and a major 
credit-reporting agency for data 
breaches.8

The FTC also has brought several recent 
enforcement actions related to the GLBA’s 
privacy provisions, which it had regularly 
enforced prior to the creation of the bureau. 
Recent cases against TaxSlayer (Nov. 2017) and 
a global online payment systems company 
(May 2018) may signal a recommitment to 
challenging such conduct. 

The FTC also has been actively enforcing 
the EU-US Privacy Shield Framework, which 
was designed to facilitate transatlantic trans-
fers of personal data. While the Privacy Shield 
Framework is a voluntary mechanism, the FTC 
is responsible for enforcing its provisions for 
any organizations that commit to complying 
with it. The FTC has brought more than 45 
cases enforcing the Privacy Shield, the prede-
cessor Safe Harbor framework, and the Asia 
Pacific Economic Cooperation Cross Border 
Privacy Rules framework.9

The FTC last year established a privacy 
and data security task force to “better under-
stand the markets for consumer information, 
incentives for the various parties in that 
marketplace, and how to quantify costs and 
benefits of different actions the FTC or others 
could take.”10 The commission said it wanted 
to “deepen its understanding of the econom-
ics of privacy,” which includes “studying 
consumer preferences and the relationship 
between access to consumer information and 
innovation.”11 It also held an Informational 
Injury Workshop in December 2017 in which it 
developed a taxonomy for information injury: 
loss of opportunity, economic loss, social det-
riment, and loss of liberty.12 While the FTC has 
yet to provide further guidance regarding the 
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types of injury, its mere acknowledgment that 
injury goes beyond economic loss suggests 
that it could broaden its assessment of injury.

Debt collection. Debt collection accounted 
for 22.7 percent of the 2.7 million complaints 
the FTC received in 2017 through its consum-
er-complaint portal.13 That was the top com-
plaint, and matters related to debt collection 
not surprisingly are a priority for the FTC. For 
example, on Sept. 7, it settled with the oper-
ators of a company that allegedly used false 
claims and threats to get consumers to pay 
debts, including debts that the company did 
not have authority to collect or that the people 
did not owe.14

While the conduct in question in this case 
appears extreme, the FTC could expand its 
enforcement efforts to include entities under 
its jurisdiction that employ service providers 
engaging in illegal conduct. That could entail 
reviewing vendor-management policies, pro-
cedures, and practices related to debt collec-
tion, and pursuing enforcement actions based 
on a company’s failure to monitor a vendor. 

In March, the FTC and CFPB announced 
joint efforts to police debt collectors and issued 
an annual report to Congress on their collec-
tive actions to combat illegal debt collection 
practices under their shared responsibilities 
under the FDCPA.15 The two agencies are likely 
to pursue greater collaboration on debt collec-
tion going forward.

Fintech companies. The FTC remains 
focused on protecting consumers that use vari-
ous forms of financial technology and ensur-
ing that “market participants offering these 
exciting new products keep in mind important 
consumer protection principles as they con-
tinue to innovate for consumers’ benefit.”16 Of 
interest to the FTC are mobile payments, with 
a focus on the Electronic Funds Transfer Act, 

13. https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-book-2017/consumer_sentinel_data_
book_2017.pdf. 

14. https://www.ftc.gov/news-events/press-releases/2018/09/ftc-settlements-ban-fraudulent-debt-collectors-debt-collection.
15. https://www.ftc.gov/system/files/documents/reports/consumer-sentinel-network-data-book-2017/consumer_sentinel_data_

book_2017.pdf.
16. https://www.ftc.gov/news-events/media-resources/consumer-finance/financial-technology.
17. Id.
18. https://www.ftc.gov/news-events/press-releases/2018/02/paypal-settles-ftc-charges-venmo-failed-disclose-information.
19. Id.

marketplace lending, cryptocurrencies, and 
money transmitters.17

The FTC’s recent enforcement action against 
the recently acquired subsidiary of a world-
wide payment systems company indicates that 
fintechs, especially those in the payments and 
lending space, may be in the crosshairs of the 
FTC’s broader agenda. The commission alleged 
that the subsidiary failed to disclose to users of 
its peer-to-peer payment service that transfers 
of funds to external bank accounts were subject 
to review and could be frozen or removed, and 
that it misrepresented the extent to which 
accounts were protected by “bank-grade secu-
rity systems.”18 The FTC’s emphasis in this case 
is consistent with its more general focus on data 
privacy and security and sends a strong signal 
that it is willing to rely on its UDAP authority to 
protect fintech customers. 

The commission also has stated that money 
transmitters have a responsibility to implement 
controls and procedures to ensure that crim-
inals are not using their services to defraud 
consumers. In one example, the FTC alleged 
that a money transmitter was aware that its sys-
tem was being used for fraud-induced money 
transfers, but failed to take measures to detect 
and prevent such transfers, such as terminating 
agents and locations involved in high levels 
of fraudulent transactions or imposing more 
robust ID requirements to receive transfers.19 
Here again, the FTC is looking to third-party 
vendor management issues as an avenue to 
pursue enforcement actions. 

The proliferation of cryptocurrency has 
pushed the FTC to take actions to protect con-
sumers from schemes related to this relatively 
new medium of exchange. While its efforts 
to date have focused primarily on consumer 
education, a recent UDAP enforcement action 
against a cryptocurrency promoter may be 
a sign of what is to come. The case involved 
four individuals who allegedly promoted 
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deceptive moneymaking schemes involving 
cryptocurrencies through websites, YouTube 
videos, social media, and conference calls.20 
Exchanges, brokers, wallet providers, and other 
participants in cryptocurrency markets should 
be aware that the FTC is watching carefully. 

Military and veterans. The FTC also has 
identified fraud targeting military person-
nel as a priority.21 Although the FTC does 
not have enforcement authority under the 
Servicemembers Civil Relief Act, it can bring 
actions under its general UDAP authority, as 
well as under the authority granted in other 
statutes — including TILA, EFTA, FCRA, and 
FDCPA. In 2017 alone, the FTC received more 
than 114,000 consumer complaints from 
service members, their dependents, military 
retirees, and veterans, with the top complaints 
related to imposter scams, identity theft, and 
debt collection.22

The FTC last year established a Military 
Task Force and already has brought a number 
of cases related to debt collection and mort-
gage debt relief targeting service members and 
veterans.23 It also has brought cases alleging 
deceptive practices in the sale of automobile 
add-on products. 

UDAP. UDAP has been a centerpiece of the 
FTC’s enforcement agenda for years. The FTC 
has stepped up its UDAP enforcement gener-
ally, including actions brought by the FTC in 
the last year that involve cryptocurrencies and 
data breaches discussed above. 

20. https://www.ftc.gov/news-events/press-releases/2018/03/ftc-shuts-down-promoters-deceptive-cryptocurrency-schemes.
21. https://www.ftc.gov/system/files/documents/public_statements/1394198/remarks_of_joe_simons_announcing_task_force_on_

market_integrity_and_consumer_fraud_07-11-18.pdf.
22. Id.
23. See FTC v. BAM Financial, LLC, No. 8:15-cv-01672-JVS-DFM (C.D. Cal.) (unlawful collection practices) and FTC v. Mortgage Investors 

Corporation of Ohio, Inc., No. 8:13-cv-1647 (M.D. Fla.) (unlawful telemarketing and advertising of veterans home loan refinance services).
24. FTC c. Lending Club Corp., No. 3:18-cv-02454 (N.D. Cal. Apr. 25, 2018).
25. Id.
26. https://www.ftc.gov/news-events/press-releases/2017/10/ftc-state-law-enforcement-partners-announce-nationwide-crackdown.

The FTC has emphasized that ensuring 
that advertising is truthful and not mislead-
ing is one of its core missions. The FTC filed a 
UDAP-related complaint in April alleging that 
an online lender’s claim that its loans had “no 
hidden fees” was deceptive because consumers 
were charged origination fees.24 This lawsuit 
may be a precursor to other similar actions 
that the FTC may take in reviewing advertising 
and marketing materials. 

The FTC also recently has taken UDAP 
actions in connection with credit cards and 
student loans. Last December, it filed a com-
plaint alleging that the defendants violated the 
FTC Act and the Telemarketing Sales Rule by 
misrepresenting that they could reduce credit 
card interest rates and save consumers money, 
and failed to disclose that consumers could 
pay a range of additional bank fees totaling 1 
percent to 3 percent of their credit card debt.25 
Last October, it announced “Operation Game 
of Loans,” the first coordinated federal-state 
law enforcement initiative targeting deceptive 
student loan debt-relief scams.26

CONCLUSION
While consumer protection priorities under 
the Trump administration are different from 
those under the Obama administration, this 
does not mean that all federal enforcement 
agencies are standing down on these issues. 

�� The FTC has reiterated its commitment 
to taking enforcement action in the 
privacy and data security space, and has 

THE FTC HAS STEPPED UP ITS UDAP ENFORCEMENT GENERALLY,  
INCLUDING ACTIONS BROUGHT BY THE FTC IN THE LAST YEAR  
THAT INVOLVE CRYPTOCURRENCIES AND DATA BREACHES



BUCKLEYSANDLER.COM C-SUITE FINANCIAL SERVICES REVIEW FALL 2018 7

EXPANDED ROLE FOR THE FTC ON THE ROAD AHEAD?

brought a number of actions that allege UDAP violations and violations 
of specific privacy statutes. Companies would be well served to review 
their policies, procedures, and practices related to data breaches as well as 
general compliance with privacy laws to ensure that there are no gaps.

�� The FTC and the CFPB have identified debt collection as a top enforce-
ment priority. Debt collectors and those who hire third parties to collect 
debt on their behalf should examine their practices and ask themselves 
whether they have adequate policies, procedures, and practices in place 
to monitor and rapidly correct infractions, even those that occur by their 
third-party collectors. 

�� The FTC appears focused on legal issues related to mobile payments, 
marketplace lending, cryptocurrencies, and money transmitters, and will 
scrutinize fintechs if compliance with the spirit and letter of consumer 
protection is called into question. 

�� Issues facing service members are a priority for the FTC. Companies 
serving military consumers should assess their compliance with a host 
of laws, including SCRA, TILA, EFTA, FDCPA, and FCRA — along with a 
general UDAP review.

�� The FTC will continue to utilize its UDAP authority to bring actions. 
Matters of interest to the FTC include alleged misrepresentations or 
deception in advertising, as well as fraud. Companies should review their 
advertising and other consumer-facing materials, as well as origination 
and servicing practices, for UDAP risk.

In the last year, the FTC brought or settled 109 consumer protection matters 
and distributed over $269 million in redress to over three million consumers.27 
Financial services companies and their service providers should keep a watchful 
eye on FTC’s enforcement agenda. 

27. https://www.ftc.gov/news-events/press-releases/2018/01/acting-ftc-chairman-ohlhausen-reports-one-year-
agency; https://www.ftc.gov/system/files/documents/public_statements/1267623/pahl_niada_speech.pdf.
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The requirements of the Bank Secrecy Act and anti-money-laundering laws are 
pervasive and longstanding, yet they continue to vex companies trying to comply 
with them. Regulators have hit virtually all large banks, and many nonbanks, 
with BSA/AML-related enforcement actions, resulting in large fines, deferred 
prosecution agreements, criminal consequences, and reputational damage.

New BSA/AML requirements are making compliance more, not less, chal-
lenging. The Financial Crimes Enforcement Network’s Customer Due Diligence 
rule,1 for example, has led to massive de-risking of bank accounts for money 
services businesses and other customers. This has made it more difficult for 
customers to maintain accounts and added to the demanding nature and already 
high cost of BSA/AML compliance. 

The nexus between BSA/AML requirements and law enforcement and 
national security concerns will ensure that compliance remains a top priority 
for regulators and the Department of Justice. Understanding exactly what is 
required of an institution from a BSA/AML perspective is therefore more critical 
than ever. 

BACKGROUND 
The BSA, enacted in 1970, is primarily a recordkeeping and reporting statute. Its 
purpose is to require certain reports or records where they have a high degree of 
usefulness in criminal, tax, or regulatory investigations or proceedings, or in the 
conduct of intelligence or counterintelligence activities, including analysis, to 
protect against international terrorism.2 

Tax evasion was BSA’s initial purpose, but it has become a primary weapon in 
the fight against narcotics, money laundering, terrorist financing, elder abuse, 
and other illicit activity. The Patriot Act3 passed after 9/11 expanded BSA beyond 
banking, and now most nonbank financial institutions have BSA-related obliga-
tions, including compliance programs and suspicious activity reporting. Even 
entities not subject to the BSA often assume compliance responsibilities because 
they contract with an entity subject to the BSA. 

1. See Customer Due Diligence Rule, 31 C.F.R. § 1010.230.
2. See Bank Secrecy Act, 31 U.S.C. § 5311.
3. See P.L. 107-56, 115 Stat. 272 (2001).

WHO SHOULD READ THIS?

Money services businesses, residential mortgage 
lenders, and other nonbanks subject to BSA/AML 
laws.

WHY READ THIS? 

Money services businesses, residential mortgage 
lenders, and other nonbanks may be subject to sig-
nificant regulatory, enforcement, and reputational 
risk if they fail to develop and maintain effective 
and sustainable Bank BSA/AML programs. 

Failure to implement an effective program could 
impair relationships with banking partners and 
make it more difficult for companies to maintain 
a bank account. 
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Partner | Washington, D.C.

BSA/AML for  
nonbanking  
institutions



BUCKLEYSANDLER.COM C-SUITE FINANCIAL SERVICES REVIEW FALL 2018 9

BSA/AML FOR NONBANKING INSTITUTIONS

Chief among this expanded scope of 
institutions subject to BSA are money services 
businesses (MSBs) — money transmitters, 
check cashers, providers of prepaid access, and 
dealers in foreign exchange, among others 
— and residential mortgage loan originators 
(RMLOs). The specific requirements for these 
categories of institutions are discussed in 
detail below.4 

REQUIREMENTS FOR MSBs
Compliance program. The fundamental 
BSA requirement for MSBs is the development, 
implementation, and maintenance of a BSA/
AML compliance program that is reasonably 
designed to prevent the MSB from facilitating 
money laundering and financing terrorist 
activities. The written compliance program 
must be commensurate with the risks posed by 
the location, size, and the nature and volume 
of the financial services provided by the MSB, 
and made available to the Department of 
Treasury for inspection. 

These programs must incorporate what are 
referred to as the four pillars:

�� Policies, procedures, and internal 
controls that are reasonably designed 
to assure compliance with the BSA, 
including procedures to verify customer 
identification (applicable only to pro-
viders or sellers of prepaid access); file 
reports; maintain records; and respond 
to law enforcement requests. 

�� A designated person to assure day-to-
day compliance with the program.

�� Education and training of appropriate 
personnel.

�� Independent review to monitor and 
maintain an adequate program.

Registration. MSBs (other than providers 
of prepaid access) are required to register with 
FinCEN, and renew that registration every two 
years; states where the MSB does business 
often require registration, as well. Agents gen-
erally do not have to register. 

4. Much of the subsequent discussion of the requirements of BSA/AML laws and related compliance obligations are descriptions drawn from 
31 C.F.R. §§ 1010, 1022, and 1029. For more information, see https://www.law.cornell.edu/cfr/text/31/subtitle-B/chapter-X.

Reporting. MSBs have specific reporting 
requirements, the most important of which are 
currency transaction reports on cash trans-
actions exceeding $10,000 and suspicious 
activity reports on cash transactions exceeding 
$2,000. Businesses must retain both CTRs and 
SARs for five years from the date of filing. 

A MSB may only disclose SARs to a limited 
group: FinCEN, a federal authority (such as the 
IRS), a state authority with power to examine 
the MSB for compliance with the BSA, and 
federal, state, and local law enforcement. 
Strict confidentiality requirements apply, with 
criminal penalties for unauthorized disclosure. 
The business may share facts, transactions, 
and documents underlying an SAR with other 
institutions, and in limited circumstances (per-
mitted by regulation or regulatory guidance) 
may share the actual report within the organi-
zation. MSBs are protected from civil liability 
extending from SAR filings. FinCEN and its 
delegates are responsible for examining MSBs 
for compliance with these requirements.

REQUIREMENTS FOR RMLOs
RMLOs are subject to program requirement 
similar to those applicable to MSBs. While 
RMLOs are not required to submit CTRs, they 
are required to file similar reports (Form 
8300) when receiving cash payments of over 
$10,000. They are also subject to SAR require-
ments, though the filing threshold is $5,000. 
The SAR recordkeeping and confidentiality 
requirements also apply, as well as the safe 
harbor from civil liability. As with MSBs, 
FinCEN and its delegates conduct compliance 
examinations.

SANCTIONS COMPLIANCE IS UNDER INTENSE 
SCRUTINY IN RECENT YEARS, AND VIOLATORS 
HAVE RECEIVED LARGE FINES
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SANCTIONS
Sanctions are not formally part of the BSA, but are related and important. 
Compliance with the sanctions regime is required for all U.S. persons, not just 
financial institutions. The Office of Foreign Assets Control is responsible for 
administering U.S. sanctions. There is no formal program requirement, but 
regulators expect banks and most nonbanks to have an effective filtering process 
to screen accounts and transactions involving individuals and entities that 
are on the Specially Designated Nationals and other lists or OFAC-sanctioned 
jurisdictions, such as Iran and North Korea. Companies are expected to block or 
reject (depending on the exact sanctions) attempted transactions that result in 
hits and report them to OFAC. Sanctions compliance is under intense scrutiny in 
recent years, and violators have received large fines. However, under the current 
administration, the appetite for such scrutiny is less clear.

CONCLUSION
While nonbanking companies are generally not regulated for BSA/AML and 
sanctions compliance to the same degree that banks are, they are widely 
perceived as vulnerable to illicit activity and, therefore, subject to significant 
scrutiny. Enforcing agencies include FinCEN, DOJ, and OFAC, as well as federal, 
state and local regulators. As fines over many years have made clear, the costs of 
getting it wrong in this area can be severe. Institutions subject to the BSA/AML 
requirements should, therefore, take care to develop, implement, and maintain 
procedures covering the following areas:

�� Risk assessment
��  Customer identification 
�� Customer due diligence/enhanced due diligence (CDD/EDD)
�� Customer risk rating
�� Monitoring
�� Investigation
�� SARs
�� CTRs

The primary purpose of these procedures is to help companies develop a deep 
enough understanding of their customers to be aware of which ones present 
AML risks, and then help companies successfully manage those risks while iden-
tifying and reporting suspicious transactions. 

Given the expanding role of nonbanking companies in the payment system 
and the overall economy — and the persistent focus on money flows implicat-
ing national security or law enforcement concerns — BSA/AML compliance is 
poised to be an area of increasing importance for the foreseeable future. 
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Federal regulators have historically shied away from pursuing claims against 
private equity and venture capital firms for the activities of portfolio companies, 
but enforcement actions brought by the Consumer Financial Protection Bureau 
and the Department of Justice within the last year signal a potential change in 
approach. The actions make clear that due diligence should not be considered 
(or relied upon as) a one-time, transactional effort, but as an ongoing discipline 
through which private equity firms monitor the operations of portfolio com-
panies in highly regulated industries such as health care or consumer finance. 
Private equity firms should therefore consider periodic evaluations of their 
portfolio companies — including an assessment of their own involvement in the 
activities of these companies — to supplement acquisition-related due diligence. 

RECENT ENFORCEMENT ACTIONS AGAINST PRIVATE EQUITY FIRMS 
CFPB v. Aequitas Capital Management, Inc. In August of 2017, the CFPB 
resolved charges against a private equity firm for violations of the Dodd-Frank 
Act’s prohibition of abusive acts and practices related to student loans the firm 
funded or purchased.1 Specifically, the firm invested in a high-cost loan program 
that a college had created to satisfy the 90/10 rule under Title IV of the Higher 
Education Act of 1965.2 Under the 90/10 rule, for-profit colleges are not eligible 
to receive proceeds of federal student-aid loans if those types of loans represent 
more than 90 percent of their revenues.3

The CFPB alleged that the college increased tuition beyond the amount that 
Title IV loans would cover, forcing students to obtain additional private loans 
that could account for at least 10 percent of the college’s revenues.4 A rule in 
2012 prohibited colleges from funding additional private loans, so the college 
arranged to have the private equity firm purchase and fund loans obtained by the 
college’s students.5 However, as part of the arrangement, the college agreed to 

1. Press Release, CFPB, CFPB Takes Action Against Aequitas Capital Management for Aiding Corinthian Colleges’ 
Predatory Lending Scheme (Aug. 17, 2017), https://www.consumerfinance.gov/about-us/newsroom/cfpb-
takes-action-against-aequitas-capital-management-aiding-corinthian-colleges-predatory-lending-scheme/.

2. Id.
3. Id.; 20 U.S.C. § 1094(a)(24).
4. Complaint at 3, CFPB v. Aequitas Capital Management Inc. et al., No. 17-cv-1278 (D. Or. Aug. 17, 2017), ECF No. 

1 (“Aequitas Complaint”).
5. Id.

WHO SHOULD READ THIS?

Acquirers, including private equity and venture 
capital firms, that own portfolio companies or are 
pursuing targets in regulated industries.

WHY READ THIS? 

Federal regulators have recently taken enforce-
ment action against investment firms related to 
misconduct at the entities in which they invested. 

Firms that acquire an interest in a regulated entity 
can mitigate the risk of enforcement by monitor-
ing the actions of those entities, as well as their 
involvement in such entities. 
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repurchase all loans that became delinquent 
more than 90 days.6 The CFPB found that the 
private loans were predatory, and that the 
private equity firm’s support and funding was 
abusive due to resulting harm to students. The 
enforcement action targeted the college as well 
as the participating private equity firm.

Significantly, the CFPB said the private 
equity firm had “failed to perform any mean-
ingful due diligence concerning the college’s 
marketing and representations to its students” 
about the loan program, and that it “took 
at face value” the college’s assertions that 
lawsuits related to the loans “were without 
merit or easily disposed of.”7 The CFPB’s final 
order required the firm to, among other things, 
forgive some loans extended to the college’s 
students and reduce all other such loans by 
more than half.8 The CFPB estimated that these 
measures would amount to more than $183 
million in loan forgiveness and reduction for 
approximately 41,000 students.9

United States ex rel. Medrano v. 
Diabetic Care Rx. The DOJ in February 2018 
filed a complaint against a Florida compound-
ing pharmacy and one of its investors, a private 
equity firm, for violations of the False Claims 
Act.10 The DOJ alleged that the firm and the 
pharmacy paid kickbacks to marketers for pre-
scription referrals that would be reimbursed 
by TRICARE — a federally funded health care 
program for military personnel and their 
families.11

6. Id.
7. Id. at 24.
8. Stipulated Final Judgment and Order at 3, CFPB v. Aequitas Capital Management Inc. et al., No. 17-cv-1278 (Sept. 1, 2017), ECF No. 8.
9. Press Release, CFPB, CFPB Takes Action Against Aequitas Capital Management for Aiding Corinthian Colleges’ Predatory Lending Scheme 

(Aug. 17, 2017), https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-against-aequitas-capital-management-
aiding-corinthian-colleges-predatory-lending-scheme/.

10. Complaint, United States ex rel. Medrano v. Diabetic Care Rx, LLC d/b/a Patient Care America et al., No. 15-cv-62617, (S.D. Fla. Feb. 16, 
2018), ECF No. 36 (“PCA Complaint”); See Press Release, U.S. Dep’t of Justice, United States Files False Claims Act Complaint Against 
Compounding Pharmacy, Private Equity Firm, and Two Pharmacy Executives Alleging Payment of Kickbacks (Feb. 23, 2018), https://www.
justice.gov/opa/pr/united-states-files-false-claims-act-complaint-against-compounding-pharmacy-private-equity.

11. Id. at 1.
12. Id. at 3.
13. Id. at 10.
14. Id. at 12.
15. Id. at 11.
16. Id. at 12. The complaint also alleged that the private equity firm partner supervised the CEO, and specifically directed the CEO to consult 

with the firm partners before entering into contracts that obligated the company to make annual payments over $50,000, or total 
payments exceeding $150,000. Id.

The government named the private equity 
firm as a defendant because it determined that 
the firm and two of its partners — who also 
served as officers and directors of the phar-
macy and a holding company with an owner-
ship interest in the pharmacy — participated 
in the alleged misconduct.12 In particular, the 
DOJ highlighted the private equity firm’s: 

�� Involvement in strategic decisions. 
The complaint alleged that the private 
equity firm “initiated” the pharmacy’s 
entry into the business of non-sterile 
compounding of topical creams” for 
pain-management because it said the 
creams were extraordinarily profit-
able and would result in a “‘quick and 
dramatic payback’” on its investment.13 
The private equity firm also allegedly 
requested to be involved in “important 
decisions starting at an early stage in 
the consideration process.”14

�� Involvement in hiring and compen-
sation. The complaint alleged that one 
of the private equity firm’s partners rec-
ommended the hiring of a CEO despite 
a consultant’s advice that the individual 
would “require more careful manage-
ment than [the private equity firm] may 
wish to provide.”15 Once the individual 
was hired, the partner suggested com-
pensating the CEO with stock options 
that would be worth millions of dollars 
if the pharmacy’s value reached a cer-
tain benchmark by the time the private 
equity firm sold the pharmacy.16
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�� Knowledge of finances. Board mem-
bers, including certain of the private 
equity firm’s partners, received the 
compounding pharmacy’s financial 
statements, which reflected that com-
mission payments had been made to 
marketers.17

�� Payment of commissions. The private 
equity firm stepped in to pay commis-
sions to marketers before the phar-
macy received reimbursement from 
TRICARE.18

Further, the complaint maintained that the 
private equity firm, as an investor in health 
care companies, “knew or should have known 
… that health care providers that bill federal 
health care programs are subject to laws and 
regulations designed to prevent fraud, includ-
ing [the Anti-Kickback Statute].”19

Although the case is ongoing, the com-
plaint suggests that activities commonly 
undertaken by private equity firms may come 
under greater scrutiny by enforcement author-
ities. In addition, it serves as a timely reminder 
that regulators expect private equity firms 
to know and obey the laws in any industry in 
which they choose to invest — particularly in 
those that are highly regulated.

LITIGATION AND GUIDANCE THAT COULD 
PROVIDE A FOUNDATION FOR FUTURE 
ENFORCEMENT ACTION 
Private litigation. Litigation against private 
equity firms for misconduct by the companies 
in which they invest is not without precedent. 
A Massachusetts district court in 2016 held 
that private equity funds managed by Sun 

17. Id. at 19.
18. Id. at 19.
19. Id. at 28.
20. Sun Capital Partners III, LP v. New England Teamsters & Trucking Indus. Pension Fund, 172 F. Supp. 3d 447, 467 (D. Mass. 2016). 
21. We note that in Multiemployer Pension Plan Amendments Act (“MPAA”) cases, like this one, the court employs a two-part test for 

determining an investor’s liability. Id. at 452. Indeed, relying on various factors, the court determines whether the investor organization is 
(1) is under common control with the obligated organization; and (2) a trade or business. If these two conditions are satisfied, the court 
may impose withdrawal liability on the investor. Id. 

22. Id. at 448.
23. See, e.g., Consent Order, Capital One Bank (U.S.A.) N.A., CFPB No. 2012-CFPB-0001 (July 16, 2012), Doc. No. 1, http://files.

consumerfinance.gov/f/201207_cfpb_consent_order_0001.pdf (ordering Capital One Bank to refund customers and pay a $25 million 
penalty for deceptive marketing tactics used by Capital One’s vendors); Consent Order, Capital One Bank (USA), N.A., OCC No. AA-
EC-2012-62 (July 17, 2012), Doc. No. 2012-152 (finding that Capital One Bank failed to maintain effective risk management and control 
processes in connection with the market and sale of certain products by the bank’s vendors).

Capital were jointly and severally liable for 
$4.5 million in pension withdrawal liability 
incurred by a bankrupt portfolio company 
owned by these funds.20 In reaching this 
conclusion, the court relied, in part,21 on the 
fact that the private equity fund was actively 
involved in the management of the portfolio 
company, noting that the economic benefit 
that inured to the fund exceeded the bene-
fits available to ordinary passive investors.22 
The analysis employed in this type of private 
litigation may serve as an example to state and 
federal regulators evaluating whether private 
equity firms are responsible for misconduct of 
the companies in which they invest. 

CFPB and OCC guidance. The posture of 
the CFPB and the Office of the Comptroller 
of the Currency on vendor management by 
supervised financial institutions may provide 
further insight into how regulators perceive 
the relationship between private equity firms 
and their portfolio companies. Both agencies 
in recent years have pursued enforcement 
actions against institutions for the actions of 
their third-party vendors, and have clearly 
articulated that they view the institutions 
as fully responsible for the actions of their 
vendors.23 Both the CFPB and the OCC expect 

REGULATORS EXPECT PRIVATE EQUITY FIRMS TO 
KNOW AND OBEY THE LAWS IN ANY INDUSTRY IN 
WHICH THEY CHOOSE TO INVEST — PARTICULARLY 
IN THOSE THAT ARE HIGHLY REGULATED
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supervised banks and nonbanks to implement a process for managing the risk 
of service-provider relationships at the outset of the relationship and going 
forward.24 Key aspects include spelling out compliance expectations in con-
tracts, and establishing internal controls and ongoing monitoring to determine 
compliance with the relevant laws.25 While these expectations have not formally 
been discussed in the context of investor relationships, such a discussion could 
be forthcoming. 

ANTICIPATING AND MITIGATING THE RISKS OF INVESTMENT AND 
INVOLVEMENT IN PORTFOLIO COMPANIES 
In light of increased regulatory scrutiny of activities that have traditionally been 
carried out by private equity firms in managing or overseeing portfolio compa-
nies, firms should weigh the risks of various levels of involvement with portfolio 
companies — both at inception and throughout the existence of the relationship. 
Firms can mitigate the risk by taking the following steps:

�� Tailor the level of involvement. The recent enforcement activity sug-
gests that the private equity firm’s substantive involvement in the port-
folio company heightens liability for the company’s misconduct. Private 
equity firms should therefore evaluate the risks of its involvement with 
the operational and business decisions of a portfolio company and moni-
tor the implications of their involvement on a regular basis.

�� Understand laws that apply to portfolio companies operating in reg-
ulated industries. Private equity firms should understand the regulatory 
landscape of the areas in which they invest, including the laws applicable 
to portfolio company activities. They should also closely monitor investi-
gations and lawsuits against portfolio companies.

�� Conduct periodic reviews. If the private equity firm is a member of 
the board or has observer status, the firm should evaluate the business 
activities of the portfolio company and ensure that it has appropriate 
controls in place to prevent, detect, and remediate potential violations of 
applicable law. For example, in a highly regulated space such as consumer 
finance, private equity firms should conduct a periodic review of licensing 
to identify potentially unlicensed activities. 

24. CFPB, CFPB Bull. No. 2016-02, Service Providers (Oct. 31, 2016), https://files.consumerfinance.gov/f/
documents/102016_cfpb_OfficialGuidanceServiceProviderBulletin.pdf; CFPB, CFPB Bull. No. 2012-06, 
Marketing of Credit Card Add-on Products (July 18, 2012), http://files.consumerfinance.gov/f/201207_cfpb_
marketing_of_credit_card_addon_products.pdf; OCC, OCC Bull. No. 2013-29, Third-Party Relationships: Risk 
Mgmt. Guidance (Oct. 30, 2013), https://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html.

25. Id.
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WHO SHOULD READ THIS?

Executives, general counsel and compliance offi-
cers at financial services companies, particularly 
those looking to innovate and expand.

WHY READ THIS? 

Federal regulators retain substantial enforcement 
authority despite the current administration’s 
focus on reducing regulatory burdens. 

This article explains why industry participants that 
stay the course on compliance risk management 
are best suited to thrive when closer regulatory 
scrutiny returns — as it surely will.

Financial services companies have welcomed recent efforts by the federal gov-
ernment to minimize regulatory burden on the industry and view this trend as 
opening the door to innovation, development, and expansion. Among the most 
pressing questions these companies face as they explore new opportunities is 
how to assess compliance risk and establish risk tolerances in the current regula-
tory environment. Increasing a company’s risk threshold has the lure of reducing 
compliance expense and allowing a redirection of those resources to revenue 
generating activities, but this strategy may have consequences as political cycles 
ebb and flow. 

As well-established and predictable as that pattern seems, some companies 
will inevitably be surprised when the regulatory tide comes in again. Industry 
participants that stay the course on compliance risk management and controls 
throughout the regulatory cycle are best suited to thrive when closer regulatory 
scrutiny and a more muscular enforcement posture are back in force. 

THE EBBING TIDE OF FINANCIAL REGULATION
The current administration has been vocal about its desire to reduce unneces-
sary regulatory burdens imposed on the financial sector.1 Over the past year, 
federal policymakers have rolled back restrictions put in place in response to the 
financial crisis. For example:

�� Congress in May enacted the Economic Growth, Regulatory Relief, and 
Consumer Protection Act, which, among other things, presented relief 
from certain consumer lending and capital ratio requirements for banks 
with less than $10 billion in assets, and increased the asset threshold for 
enhanced prudential standards from $50 billion to $250 billion.2

�� Federal banking regulators proposed modifications to the Volcker Rule to 
institute a tiered compliance structure that would (i) subject banking enti-
ties with “moderate” trading assets and liabilities of less than $10 billion 
to “reduced compliance requirements,” and (ii) presume compliance with 

1. See, e.g., Department of the Treasury, A Financial System that Creates Economic Opportunities: Banks and 
Credit Unions, at *10 (June 2017) (summarizing the Treasury Department’s recommendation that the banking 
sector regulatory framework should be reformed by “[r]educing regulatory burden by decreasing unnecessary 
complexity” and “[i]mproving regulatory efficiency and effectiveness by critically evaluating mandates and 
regulatory fragmentation, overlap, and duplication across regulatory agencies”).

2. Pub. L. 115-174.
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certain requirements by entities with 
“limited” trading assets and liabilities of 
less than $1 billion.3

�� Congress passed a joint resolution 
disapproving the Consumer Financial 
Protection Bureau’s bulletin regarding 
fair lending requirements applicable to 
indirect auto lenders.4

�� Congress in November 2017 nullified a 
bureau rule prohibiting financial com-
panies from including mandatory arbi-
tration clauses in consumer contracts.5

�� The bureau said it would reconsider (i) 
a 2015 final rule imposing additional 
requirements on financial institutions 
under the Home Mortgage Disclosure 
Act,6 and (ii) its payday rule governing 
small-dollar lending.7

�� The Department of Housing and Urban 
Development in June sought public 
comment on amending its dispa-
rate-impact standard under the Fair 
Housing Act.8

Most recently, the administration has rec-
ommended formalizing deregulation through 
the creation of a “regulatory sandbox” in which 
financial institutions would have the freedom 
to engage in “meaningful experimentation for 
innovative products, services, and processes.” 
According to a Treasury Department report 
outlining this recommendation, the “regula-
tory environment should [be] flexible so that 
firms can experiment without the threat of 
enforcement actions that would imperil the 
existence of a firm.”9

3. Proposed Revisions to Prohibitions and Restrictions on Proprietary Trading and Certain Interests in, and Relationships With, Hedge Funds 
and Private Equity Funds, 83 Fed. Reg. 33432, 33437 (July 17, 2018).

4. Joint Resolution providing for congressional disapproval under chapter 8 of title 5, United States Code, of the rule submitted by the 
Consumer Financial Protection Bureau relating to ‘‘Indirect Auto Lending and Compliance with the Equal Credit Opportunity Act’,’ Pub. L. 
115-172 (May 21, 2018).

5. Joint Resolution, Pub. L. 115-71 (Nov. 1, 2017).
6. Statement with respect to HMDA implementation (Dec. 21, 2017), available at https://files.consumerfinance.gov/f/documents/cfpb_

statement-with-respect-to-hmda-implementation_122017.pdf. 
7. CFPB Statement on Payday Rule (Jan. 16, 2018), available at https://www.consumerfinance.gov/about-us/newsroom/cfpb-statement-

payday-rule/. 
8. Reconsideration of HUD’s Implementation of the Fair Housing Act’s Disparate Impact Standard, 83 Fed. Reg. 28,560 (June 20, 2018).
9. Department of the Treasury, A Financial System That Creates Economic Opportunities: Nonbank Financials, Fintech, and Innovation, at 

*167-68 (July 2018).
10. 12 U.S.C. § 1818; 15 U.S.C. § 45; 12 U.S.C. §§ 5531(a).
11. 12 U.S.C. § 1831p-1.
12. 12 U.S.C. § 1818.
13. Pub. L. 111–203 (July 21, 2010).

Despite these deregulatory steps, the 
statutory authority federal regulators and 
enforcement agencies rely upon to supervise 
financial institutions and take enforcement 
actions against them is largely unchanged. For 
example, the bureau and the federal banking 
agencies retain authority to litigate and pursue 
enforcement actions for violations of federal 
consumer financial protection laws, including 
prohibitions on unfair, deceptive, or abusive 
acts or practices.10 Moreover, the federal bank-
ing agencies continue to supervise institutions 
for safety and soundness,11 and are authorized 
under the Federal Deposit Insurance Act to 
take enforcement action if they find unsafe 
or unsound practices.12 Notably, that includes 
banks with inadequate compliance manage-
ment systems, which are subject to enforce-
ment actions and civil money penalties. These 
agencies have wide latitude in determining 
when to pursue a supervisory or enforcement 
action; regulators that opt not to take such 
action may eventually be replaced by ones who 
will.

LESSONS FROM A PRIOR REGULATORY 
SEA CHANGE
This is not the first time the financial services 
industry has experienced a shift in regulatory 
oversight and enforcement. Indeed, prior to 
the financial crisis, regulatory oversight was 
comparatively limited, and the restrictions 
imposed by the Dodd-Frank Wall Street Reform 
and Consumer Protection Act13 that have 
become entrenched in financial institutions’ 
compliance frameworks largely did not exist. 



BUCKLEYSANDLER.COM C-SUITE FINANCIAL SERVICES REVIEW FALL 2018 17

ANCHORING YOUR COMPLIANCE MANAGEMENT SYSTEM IN TODAY’S REGULATORY ENVIRONMENT

As the deregulatory tide ebbed following the 
crisis, some companies that had not kept an 
eye on compliance risk management found 
themselves in hot water. Many were forced to 
play catch up, scrambling to hire compliance 
professionals, develop more robust compliance 
programs, conduct extensive lookbacks, and 
engage in costly corrective action. 

For example, in 2013 the bureau took an 
enforcement action against a large bank based 
on telemarketing practices that the bureau 
alleged were deceptive, despite the fact that 
the practices had been occurring since 2000 — 
well before the financial crisis and explosion 
of UDAP claims.14 The same year, the bureau 
entered into a consent order with another 
large bank based on allegations that from 2005 
through 2012, “the bank’s compliance monitor-
ing, service provider management and quality 
assurance failed to prevent, identify, or correct 
the [bank’s] billing for [identity theft protec-
tion] services that were not provided” to con-
sumers.15 The fact that no other regulator had 
previously taken an enforcement action based 
on common industry practices did not prevent 
the bureau from pursuing public settlements 
and seeking penalties. In many cases involving 
practices dating back many years, the govern-
ment has a multitude of options for expanding 
its reach, including tolling agreements — 
which are optional in theory only insofar as 
litigation is threatened absent consent — and 
assertion of the continuing violation theory. 
In other instances, there is no need to resort to 
tolling agreements where a statute of limita-
tions is lengthy or where the limitations period 
only commences upon the issue’s detection, 
rather than its occurrence.16 

The post-Enron enactment of the Sarbanes-
Oxley Act17 provides another example of 
enforcement exposure’s long tail and the risk 
of failing to maintain strong compliance risk 
management during a period of deregula-
tion. In the year following Sarbanes-Oxley’s 

14. In re American Express Centurion Bank, 2013-CFPB-0011, at *19 (Dec. 24, 2013).
15. In re JPMorgan Chase Bank, N.A. and Chase Bank USA, N.A., 2013-CFPB-0007 at *3, 5 (Sept. 18, 2013).
16. The general statute of limitations for laws that do not contain their own statutes of limitation is five years from the date of accrual. 28 U.S.C. 

§ 2462. This is the statute of limitations generally used for enforcement actions brought by the primary federal banking regulators. Proffitt 
v. FDIC, 200 F.3d 855, 862 (D.C. Cir. 2000).

17. Pub. L. 107-204 (July 30, 2002).
18. William H. Donaldson, Testimony Concerning Implementation of the Sarbanes-Oxley Act of 2002, Senate Committee on Banking, Housing, 

and Urban Affairs (Sept. 9, 2003).

enactment, the Securities and Exchange 
Commission filed 543 enforcement actions, of 
which 147 related to financial fraud or report-
ing violations.18 The SEC targeted practices 
that were once widespread, and lapses that 
in the past had escaped attention. Regulatory 
interest in the compliance function may seem 
cyclical; companies that remained committed 
to it are at substantially lower risk when the 
next cycle approaches.

MAINTAINING A STRONG COMPLIANCE 
ANCHOR
Business leaders should heed the hard lessons 
from prior periods of deregulation when insti-
tutions put compliance functions on the back 
burner, rather than put the enterprise at risk 
and face stiff penalties when the political tide 
shifts. Indeed, the risk remains even in periods 
of federal latency, which opens the door for 
state agencies to use their own supervisory and 
enforcement authority. 

While appropriate compliance risk man-
agement is heavily dependent on an institu-
tion’s specific circumstances, the following 
best practices may be helpful to keep regulated 
entities firmly anchored in managing their 
compliance risk management responsibilities:

�� Maintain all three lines of defense. A 
rigorous compliance management sys-
tem involves testing, monitoring, and 
reporting at each line: (i) the business 

REGULATORY INTEREST IN THE COMPLIANCE 
FUNCTION MAY SEEM CYCLICAL; COMPANIES 
THAT REMAINED COMMITTED TO IT ARE AT 
SUBSTANTIALLY LOWER RISK WHEN THE 
NEXT CYCLE APPROACHES
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unit, (ii) compliance area and risk management, and (iii) audit. In a period 
of deregulation, it is common to see business-line priorities shift toward 
profit generation, with quality control, business line management report-
ing, and employee coaching and correction falling by the wayside. Failing 
to prioritize compliance-related activities at the business level leaves the 
enterprise susceptible to undetected issues that, if later identified, could 
result in a significant exposure, particularly if the problem has com-
pounded over time.

�� Keep a centralized mechanism to track all consumer complaints, 
and perform trend and root-cause analysis. Complaint management is 
too often delegated to business units trying new things — some of which 
may take complaints more seriously than others — and leave the entity 
without a centralized function that tracks complaints across all lines of 
business. Failure to do so prevents comprehensive, institutionwide trend 
and root-cause analysis. Future regulatory examination or investigation 
could subsequently detect ongoing errors that compliance staff does not 
know about and has not attempted to address.

�� Continue formal compliance training, particularly if business offer-
ings change or hiring increases. Developing products or expanding 
initiatives often requires additional staff, and in their zeal to pursue new 
opportunities, business units may forego formal compliance training 
designed to educate employees about regulatory risk. Short-term recap-
ture of hours devoted to training risks long-term damage when regulatory 
priorities shift back to compliance and enforcement. Companies that have 
not maintained consistent and comprehensive training programs may 
find that some employees had limited understanding of their compliance 
responsibilities, or that certain higher-risk aspects of a particular prod-
ucts or services were never highlighted to the employees working with 
them. An ongoing, formal training regimen mitigates the chances that an 
institution will engage in conduct that could later subject it to liability.

By taking these and other steps to maintain strong compliance risk man-
agement programs, financial institutions will be able to take advantage of the 
benefits of a deregulated environment, while remaining prepared to withstand 
government scrutiny in the event that the tides shift again.  
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In roughly 5.3 million households in the United States, the head of the house 
doesn’t speak English as the primary language or has limited ability to under-
stand it.1 But like most individuals seeking full participation in the U.S. economy, 
those with limited English proficiency need access to credit; the American dream 
of homeownership, after all, is hardly limited to English speakers.

While lenders are increasingly eager to meet the growing demand for their 
products by limited English proficiency (LEP) borrowers, a lack of clear legal and 
regulatory guideposts has stymied many of their efforts. Indeed, the require-
ments and expectations for delivery of products and services to LEP borrowers 
remain enigmatic. 

There are, however, ways for lenders and servicers to approach LEP access 
issues. This article offers a practical approach to creating a LEP program that 
meets the differing needs of institutions and the consumers they serve. 

UNDERSTANDING THE EXISTING LEP ACCESS FRAMEWORK
Federal, state, and municipal regulatory agencies in recent years have turned 
their attention to financial institutions’ LEP access programs. The New York City 
Department of Consumer Affairs and the Consumer Financial Protection Bureau, 
for example, have inquired with certain institutions about what they are doing 
to ensure that LEP customers are able to obtain fair and responsible products and 
services. While the inquiries have not resulted in enforcement decisions (and 
likely were not intended to), they do indicate regulators’ expectation that lenders 
attend to the subject — and signal that clearer guidance on regulatory expecta-
tions for treatment of LEP customers may be forthcoming.

In the meantime, institutions should make sure they follow the limited 
guidance available. This means understanding not only the guidance applicable 
to the specific activity an institution wants to undertake (e.g., marketing in a 
foreign language), but also how that activity influences the other aspects of the 
loan lifecycle. Indeed, among the greatest risks associated with the provision 
of LEP products and services is inadvertent commission of an unfair, deceptive, 
or abusive act or practice, a foundation for which may be created if a company 

1. The Urban Institute, “Is Limited English Proficiency a Barrier to Homeownership?” (March 26, 2018), https://
www.urban.org/sites/default/files/publication/97436/is_limited_english_proficiency_a_barrier_to_
homeownership_0.pdf.

WHO SHOULD READ THIS?

Lenders or servicers that want to meaningfully 
engage LEP borrowers.

WHY READ THIS? 

Regulators and consumer advocates routinely call 
upon financial institutions to discuss how they pro-
vide LEP borrowers with access to their products 
and services. 

Institutions are expected, at minimum, to assess 
whether they can address barriers LEP borrowers 
face in the consumer finance marketplace.

This article provides practical guidance on how 
to assess and address the needs of LEP borrow-
ers in the context of marketing, originations, and 
servicing. 
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fails to assess the impact of LEP products and 
services within the context of the entire loan 
process. 

FORGING A PATH AHEAD 
Creating an LEP task force. Prior to 
implementing a new, or enhancing an exist-
ing, LEP program, an institution may consider 
gathering stakeholders from legal, compliance, 
and the business to create an LEP task force. 
Establishing this group may better enable 
an institution to identify the LEP services 
currently offered as well as those that could be 
offered in the future. Importantly, a focused 
group of diverse stakeholders would allow an 
institution to better evaluate the risks associ-
ated with current and proposed activities in a 
holistic manner.
Marketing and solicitations. National 
companies and those located in areas with sub-
stantial populations of non-English speakers 
typically market their products and services 
in languages other than English, with Spanish 
being the most common — which roughly 62% 
of LEP household heads speak. 

Companies that identify the need or 
opportunity to market in a language other 
than English then must evaluate their actual 
capacity to do so. As part of the effort to 
engage in responsible non-English marketing 
an institution should: 

�� Vet terminology in non-English mar-
keting materials and confirm it applies 
consistently in consumer-facing materi-
als and conversations with consumers. 
A good starting point for the creation of 
Spanish language marketing materials 
is the CFPB’s Spanish glossary of finan-
cial terms.2

2. Consumer Fin. Prot. Bureau, The CFPB’s Glossary of English-Spanish Financial Terms (Oct. 2015), https://files.consumerfinance.
gov/f/201510_cfpb_spanish-style-guide-glossary.pdf.

3. There are limited circumstances in which merely marketing or soliciting in a foreign language triggers disclosure requirements. See e.g., 
Wis. Stat. Ann. § 423.203(2): These are most common in the home solicitation context, which involves face-to-face solicitations

4. See, e.g., Consent Order, American Express Centurion Bank, CFPB No. 2013-CFPB-0011 (Dec. 24, 2013), Doc. No. 1, https://files.
consumerfinance.gov/f/201312_cfpb_consent_amex_centurion_011.pdf (resolving allegations that telemarketing sales calls conducted 
in Spanish to enroll Puerto Rican consumers in an add-on product were deceptive when a bank did not provide uniform Spanish language 
scripts for the enrollment calls, and all written materials provided to consumers were in English).

5. In California, for instance, lenders must provide cosigners a specific Cosigner Notice that includes a Spanish translation as required by law. 
See Cal. Civ. Code § 1799.91.

�� Make sure marketing materials comply 
with the Truth-in-Lending Act (TILA) 
and Regulation Z’s rule related to for-
eign language disclosures, which spe-
cifically prohibit providing information 
about some triggering terms or required 
disclosures in a foreign language and 
others in English within the same 
advertisement.

�� Verify at the outset that the related mar-
keting activities do not trigger any for-
eign-language disclosure requirements, 
if the company does not plan to provide 
origination disclosures in the non-En-
glish language used for marketing.3 

�� Consider whether to disclose in market-
ing materials that all documents will be 
provided in English — and to avoid the 
type of bait-and-switch claims made by 
LEP consumers against other lenders, 
make sure the terms in the English 
language disclosures actually mirror the 
foreign-language marketing materials.4

Origination. No law expressly mandates that 
institutions conduct origination discussions 
in languages other than English. Additionally, 
aside from certain origination disclosures that 
include foreign-language translations along-
side the English disclosure (and which are 
usually mandatory forms developed by the rel-
evant regulator),5 institutions are generally not 
required to translate loan documents. Where 
negotiations take place in a language other 
than English, however, some states require 
specific loan documents in that language. 

For instance, in California, an institution 
that negotiates a residential mortgage pri-
marily in one of five non-English languages, 
including Spanish, must generally deliver a 
translation of the contract or agreement in that 
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other language.6 Supervised financial organi-
zations, which includes banks and institutions 
licensed under California’s Financing Law, can 
satisfy the requirement by providing a transla-
tion of the Good Faith Estimate, Loan Estimate, 
and/or Closing Disclosure (as applicable to the 
loan transaction).7 While negotiating primarily 
in a language other than English and provid-
ing translations may appear straightforward, 
failure to execute thoughtfully could raise an 
institution’s risk. 

An institution conducting origination 
discussions in languages other than English 
should develop scripts in those languages to 
help ensure originators describe terms and 
conditions, as well any available offers, in a 
clear and consistent manner. Providing loan 
originators with discretion to negotiate in a 
language other than English can make institu-
tions more vulnerable to UDAAP or fair lend-
ing claims. Unfair practices claims could ensue 
if LEP applicants are not given the opportunity 
to understand the terms and conditions of the 
transaction.8 Fair lending claims could occur 
if, for example, loan originators don’t clearly 
make available offers known to applicants 
expressing interest in receiving credit.9

Marketing, negotiating, and making 
certain disclosures in a language other than 
English could reasonably lead consumers to 

6. See Cal. Civ. Code 1632(b). 
7. Cal. Civ. Code 1632(e); 1632.5(a), (i). See also S.B. 1201, Reg. Sess. (Ca. 2017-2018), http://leginfo.legislature.ca.gov/faces/

billTextClient.xhtml?bill_id=201720180SB1201.
8. See e.g., Complaint, Consumer Fin. Prot. Bureau v. ITT Educ. Servs., Inc., No. 1:14-cv-00292, (S.D. Ind. Feb. 26, 2014), ECF No. 1 

(private education loan company’s alleged practice of rushing students through the process of signing up for loans without giving them an 
opportunity to understand what they were signing was viewed as an unfair practice).

9. See Consent Order, Synchrony Bank, f/k/a GE Capital Retail Bank, CFPB No. 2014-CFPB-0007 (June 19, 2014), Doc. No. 1 (alleging that 
the bank excluded Hispanic borrowers with “Spanish-preferred” indicators on their accounts, or who had Puerto Rico mailing addresses 
from two of its credit card loan modification programs in violation of ECOA and Regulation B). 

10. See Reyes v. Super. Ct., 173 Cal. Rptr. 267 (1981)(finding that a borrower was entitled to a Spanish translation of deficiency or 
repossession notices, based on California’s foreign-language disclosure law, where the borrower did not speak English and the auto loan 
was negotiated primarily in Spanish). 

11. See CFPB, ECOA Baseline Review Procedures at 11 (July 2013), https://files.consumerfinance.gov/f/201307_cfpb_ecoa_baseline-
review-module-fair-lending.pdf.

12. See CFPB, Spotlight on serving limited English proficient consumers (Nov. 2017), https://s3.amazonaws.com/files.consumerfinance.
gov/f/documents/cfpb_spotlight-serving-lep-consumers_112017.pdf.

expect that post-closing conversations and 
documents will also be in the non-English 
language. In practice, however, post-closing 
events often occur in English — thereby laying 
the foundation for a potential unfairness 
claim should the customer misunderstand the 
meaning or significance of future events.10 
Institutions can mitigate that risk of an unfair-
ness claim by disclosing that while certain 
aspects of the marketing and originations 
process are conducted in Spanish — all future 
written disclosures (including any related to 
default servicing) will be in English.

Servicing. The limited guideposts for servicer 
policies and procedures related to LEP bor-
rowers, including the CFPB’s examination 
manual11 and its spotlight on servicing LEP 
consumers,12 reflect a clear expectation that 
institutions think about how they can better 
service the LEP community. A recent settle-
ment between a large nationwide servicer 
and 48 state attorneys general over improper 
servicing allegations required the servicer to 
undertake numerous steps to enhance its prac-
tices with respect to LEP borrowers including 
providing translation services, accepting hard-
ship letters and state and federal government 
forms in foreign languages, and requiring 
vendors to implement policies and procedures 

PROVIDING LOAN ORIGINATORS WITH DISCRETION TO NEGOTIATE 
IN A LANGUAGE OTHER THAN ENGLISH CAN MAKE INSTITUTIONS 
MORE VULNERABLE TO UDAAP OR FAIR LENDING CLAIMS
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related to LEP borrowers.13 The settlement not only underscores the importance 
of servicers’ attention to LEP borrowers, but could signal the form in which LEP 
servicing requirements take shape at some point in the future.

Servicers must also be prepared to monitor the changing landscape of state 
laws. For instance, a new law in California requires certain mortgage servicers 
that negotiate the residential mortgage modifications or extensions in Spanish, 
Chinese, Tagalog, Vietnamese, or Korean, and subsequently offers a modification 
in writing must provide at the same time a specified form summarizing the mod-
ified terms in the same language as the negotiation.14 The law has implications 
for servicers that routinely discuss default servicing with customers in languages 
other than English, but provide all contracts and agreements in English.15 

CONCLUSION 
Although the federal and state statutory landscape lacks clear rules for offering 
products and services to LEP borrowers, financial institutions are facing increas-
ingly consequential regulatory expectations that, at minimum, should encour-
age lenders and servicers to revisit the policies and procedures that define how 
they engage LEP borrowers — and whether they are likely to meet those expecta-
tions.  

13. Consent Order at 47, State of Alabama v. PHH Mortg. Corp., No. 1:18-cv-00009 (D.D.C. Jan. 2018), ECF No. 
58-1, https://dfr.oregon.gov/AdminOrders/enf-orders-2017/ORD_171229_PHH_ConsentOrder_Signed_
wExhibits.pdf.

14. S.B. 1201, Reg. Sess. (Ca. 2017-2018), http://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_
id=201720180SB1201.

15. CFPB, Spotlight on serving limited English proficient consumers at 8 (Nov. 2017), https://s3.amazonaws.com/
files.consumerfinance.gov/f/documents/cfpb_spotlight-serving-lep-consumers_112017.pdf (“Most of the 
institutions reported that their written contracts or agreements were available only in English”).
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WHO SHOULD READ THIS?

Executives, general counsel, and chief compliance 
officers of companies engaged in the sale or issu-
ance of payment instruments or the transmission 
of money.

WHY READ THIS? 

State regulators have become increasingly active in 
bringing enforcement actions based on unlicensed 
money transmissions.

Fintechs should understand the challenges associ-
ated with identifying, as well as applying for, nec-
essary money-transmission licenses.

KATHRYN L. RYAN
Partner | Washington, D.C.

CHRISTOPHER ROBINS
Associate | Washington, D.C.

Navigating state money-
transmission laws

Financial technology companies’ entry into the payment, money transmission, 
consumer and commercial finance, and virtual-currency markets has spot-
lighted byzantine state money-transmission laws. 

State regulators are generally responsible for licensing and supervising 
the activities of money transmitters that conduct business in their states.1 
Consequently, these companies are subject to different licensing and other reg-
ulatory obligations in virtually every state in which they conduct business. For 
companies that want to offer their products and services to customers through-
out the U.S., including fintechs, licensing in particular can be a complicated and 
costly process. 

APPLICATION OF OLD LAWS TO NEW TECHNOLOGIES
One of the most significant challenges that fintechs face is assessing licensing 
standards that do not contemplate their business activities. Many states enacted 
money-transmission statutes well before the widespread adoption of the inter-
net, personal computers, and mobile devices. While some states have revised 
their statutes to address newer delivery channels and provide exemptions for 
certain types of activities,2 relevant laws in a significant number of states have 
not meaningfully changed in decades and are proving ill-suited for more novel 
money transfer and payments products.3 Regulators in these states have been 
forced to apply laws that simply have not kept pace with the rapidly evolving 
marketplace. 

Some state regulators claim a broad reading of their out-of-date laws is neces-
sary to protect consumers and ensure the safety and soundness of the financial 
marketplace. In doing so, they have arguably expanded the scope of business 
activities subject to money-transmission licensure. This expansion is most evi-
dent in virtual-currency markets. 

1. Under federal law, money-services businesses must register with the Financial Crimes Enforcement Network 
(FinCEN), a bureau of the Department of the Treasury, and renew their registration every two years. See generally 
31 U.S.C. § 5330; 31 C.F.R. § 1022.380.

2. See e.g., Ala. Code §§ 8-7A-1 et seq.; Ga. Code Ann. §§ 7-1-680 et seq.; N.H. Rev. Stat. Ann. §§ 399-G:1 et 
seq.; N.C. Gen. Stat. §§ 53-208.41 et seq.

3. In 2000, the National Conference of Commissioners on Uniform State Laws promulgated the Uniform Money 
Services Act (UMSA) to provide states with a uniform framework for regulating money transmission, check 
cashing, and currency exchange. To date, less than one-third of states have enacted the UMSA.
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Federal law makes relatively clear that 
a person engaged in the business of accept-
ing and transmitting or buying and selling 
convertible virtual currency must register with 
FinCEN as a money services business (MSB).4 
State licensing obligations, however, are less 
straightforward. While a limited number 
of states, including New York,5 Texas,6 and 
Washington,7 clarified through interpretive 
guidance or statutory amendments the appli-
cability of state money-transmission laws to 
virtual-currency activities, many more have 
not. This is troubling given that the penalties 
for operating an unlicensed money transmitter 
can be significant. State regulators commonly 
issue cease and desist orders to unlicensed 
entities, and also may impose civil money pen-
alties for each day such entity engages in mon-
ey-transmitting activities without a license.8

Notwithstanding the potential for penal-
ties, countless fintechs engaged in virtual-cur-
rency activities have made the strategic deci-
sion to commence business in states without 
obtaining a license. The rationale behind each 
company’s decision varies, but many fintechs 
have cited the lack of clarity regarding the 
applicability of the state’s money-transmis-
sion statute, the upfront costs associated with 
applying for licenses in numerous states, and 
a desire to be first to market as justification for 
the decision.

STATE LICENSING REGIME
Money-transmission laws are rules-based (as 
opposed to principles-based) and riddled with 
compliance obligations; they are not uniform 
and typically lack the flexibility to foster 
financial innovation in an efficient manner. 
As a result, while they generally share the 
stated goal of regulating the transfer of money, 

4. See generally FinCEN, Application of FinCEN’s Regulations to Persons Administering, Exchanging, or Using Virtual Currencies, FIN-
2013-G001 (Mar. 18, 2013), https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf.

5. See generally 23 NYCRR Part 200.
6. Supervisory Memorandum —1037, Texas Dep’t of Banking, Regulatory Treatment of Virtual Currencies Under the Texas Money Services Act 

(Apr. 3, 2014), https://www.dob.texas.gov/public/uploads/files/consumer-information/sm1037.pdf.
7. Press Release, Washington State Dep’t of Fin. Inst., Amendments to Washington’s Money Transmitter Regulations Bring Clarification for 

Virtual Currency Companies (June 14, 2017), https://dfi.wa.gov/news/press/virtual-currency-regulation.
8. See, e.g., Order to Cease and Desist, Bulbul Investments LLC dba CampBX Trading Platform, Georgia Dep’t of Banking and Fin. (June 20, 

2018), https://dbf.georgia.gov/sites/dbf.georgia.gov/files/related_files/press_release/Bulbul-Investments-dba-CampBX-FinalOrder.
pdf.

9. Montana has not enacted a money-transmission law.

substantive differences in definitions of 
“money transmission” mean that certain activ-
ities may be within the scope of regulation in 
one state, but outside the scope in another. 
For fintechs looking to establish a national 
presence, assessing whether their proposed 
activities even trigger licensure in various 
states is often a necessary first step. 

Companies will therefore undertake the 
tedious exercise of examining money-trans-
mission laws in the 49 states that have them to 
determine if their proposed business requires a 
license, and whether they may rely on statu-
tory or regulatory exemptions.9 This exam-
ination, however, does not always yield clear 
results. For example, while certain payment 
processing, custodial, and virtual-currency 
activities do not fall squarely within the scope 
of a regulation, that may not absolve the com-
pany of the need to obtain a license. Rather, 
it could mean that further clarification from 
regulators is necessary. While the majority 
of states have developed a formal process for 
fintechs to obtain clarification on licensing 
matters (e.g., requests for interpretive opin-
ions), the process can take several months and 
may result in significant delays in launching a 
product. 

Once a company determines that it requires 
a license or decides to apply for a license in 
an abundance of caution, it must navigate the 
application process — a process made more 
complicated, and costly, where multiple state 
licenses are sought. Between the cost of appli-
cation fees, renewal fees, net-worth require-
ments, surety-bond premiums, and other 
expenses associated with obtaining licenses 
(e.g., developing internal controls such as 
anti-money-laundering and cybersecurity pro-
grams), it is not uncommon for expenditures 
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to mount into the mid-six figures — a cost-pro-
hibitive sum for many fintechs. 

Applicants must respond to requests for 
additional information or other inquiries while 
regulators evaluate the application. Although 
a number of states have statutory or regulatory 
requirements specifying the number of days 
they have to approve or deny an application, 
the clock only truly begins to run when the 
regulator deems an application “complete.” It 
can take months or years for a fintech to obtain 
all the licenses required to conduct business. 

In recognition of the time and costs spent 
by institutions applying for licenses, a num-
ber of states have committed to a multistate 
agreement, which standardizes key elements 
of the licensing process for money services 
businesses, including money transmitters. 
The agreement is a product of Vision 2020, 
an initiative of the Conference of State Bank 
Supervisors that aims to modernize state 
regulation of nonbanks. Under the agreement, 
“if one state reviews key elements of state 
licensing for a money transmitter — IT, cyber-
security, business plan, background check, 
and compliance with the federal Bank Secrecy 
Act — then other participating states agree 
to accept the findings.”10 Reciprocity may one 
day lead to a significant reduction in the time 
it takes for regulators to review applications; 
however, given that only a subset of states are 
currently party to the agreement, the benefits 
are currently limited.11 

10. Press Release, Conference of State Bank Supervisors, State Regulators Take First Step to Standardize Licensing Practices for Fintech 
Payments (Feb. 6, 2018), https://www.csbs.org/state-regulators-take-first-step-standardize-licensing-practices-fintech-payments.

11. Many state regulators have also recognized the significant burden of having multiple examinations during a single year and have entered 
into the Money Transmitter Regulators Cooperative Agreement and the Money Transmitter Regulators Association Examination Protocol to 
facilitate multistate coordination of examinations and information sharing. Money Transmitter Regulators Cooperative Agreement, Money 
Transmitter Regulators Ass’n, https://www.mtraweb.org/about/cooperative-agreement/ (last visited Sept. 13, 2018); Money Transmitter 
Regulators Ass’n, Protocol for Performing Multi-State Examinations (2012), https://www.mtraweb.org/wp-content/uploads/2012/10/
Protocol-for-Performing-Multi-State-Exams-01-2012.pdf.

ALTERNATIVES TO STATE LICENSING
Fintechs seeking to avoid the state mon-
ey-transmission licensing process have 
alternatives. 

Fintech charter. On July 31, the Office of 
the Comptroller of the Currency announced 
that nondepository fintech firms engaged in a 
core banking function may apply for a special 
purpose national bank charter. Businesses 
with this charter may conduct some financial 
service activities without state licenses, but 
will be subject to supervision and examination 
by the OCC. 

The OCC has yet to issue a fintech charter 
and a number of critical questions about it 
remain unanswered — namely, whether it will 
issue one to companies engaged exclusively 
or primarily in money transmission or to 
companies without a significant track record. 
State regulators may also mount successful 
challenges to the charter. 

Bank sponsorship. Bank sponsorships are 
another potential option for fintechs engaged 
in money transmission. In that model, a spon-
soring bank is responsible for handling the 
movement of money on behalf of the fintech. 
Typically, fintechs that rely on bank sponsor-
ships must adhere to the bank’s policies and 
procedures and are subject to examination by 
the sponsoring bank’s prudential regulator by 
virtue of acting as the sponsoring bank’s third 
party. Although the bank sponsorship model 

RECIPROCITY MAY ONE DAY LEAD TO A SIGNIFICANT REDUCTION 
IN THE TIME IT TAKES FOR REGULATORS TO REVIEW APPLICATIONS; 
HOWEVER, GIVEN THAT ONLY A SUBSET OF STATES ARE CURRENTLY 
PARTY TO THE AGREEMENT, THE BENEFITS ARE CURRENTLY LIMITED
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allows fintechs to sidestep the licensing process, given the amount of regulatory 
scrutiny surrounding third-party oversight, it is becoming increasingly difficult 
to find bank sponsors. 

CONCLUSION
Despite efforts by state regulators to streamline the, applying for and obtain-
ing money-transmission licenses in 49 states remains a daunting endeavor. 
Understanding this landscape will be critical to any successful, long-term  
participant.  
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